Attachment F
Draft Commission Rules and Procedures for the Release and Use of VMS Data

The Commission and all Parties receiving data shall treat all VMS reports and messages received in a confidential manner in accordance with the confidentiality rules established by the Commission as contained in Annex 1.  Data from individual vessels shall be used for compliance purposes only, namely for:

(i) 
active surveillance presence, and/or inspections by a Contracting Party in the High Seas areas of the Convention Area;

(ii) 
the purposes of verifying the content of a trade documents relating to catches from the High Seas areas of the Convention Area (where applicable). 

The Commission shall place a list of vessels submitting VMS reports and messages on a password-protected section of the WCPFC website.  The list shall be posted monthly by the Secretariat, establishing an electronic archive.

VMS reports and messages (including vessel locations), may be provided by the Secretariat to a Contracting Party other than the Flag State without the permission of the Flag State only during active surveillance, and/or inspection in accordance with the Commission System of Inspection.  In this case, the Secretariat shall provide VMS reports and messages, including vessel locations over the previous 10 days, for vessels actually detected during surveillance, and/or inspection by a Contracting Party, and VMS reports and messages (including vessel locations) for all vessels within 100nm of that same location.  The Flag State(s) concerned shall be provided by the Party conducting the active surveillance, and/or inspection, with a report including name of the vessel or aircraft on active surveillance, and/or inspection under the Commission System of Inspection, and the full name(s) of the inspector(s) and their ID number(s).  The Parties conducting the active surveillance, and/or inspection will make every reasonable effort to make this information available to the Flag State(s) as soon as possible.

A Party may contact the Secretariat prior to conducting active surveillance, and/or inspection in accordance with the Commission System of Inspection, in a given area and request VMS reports and messages (including vessel locations), for vessels in that area.  The Secretariat shall provide this information only with the permission of the Flag State for each of the vessels.  On receipt of Flag State permission the Secretariat shall provide regular updates of positions to the Contracting Party for the duration of the active surveillance, and/or inspection in accordance with the Commission System of Inspection.

A Contracting Party may request actual VMS reports and messages (including vessel locations) from the Secretariat for a vessel when verifying the claims on a relating to catches from the Commission Convention Area (where applicable). In this case the Secretariat shall provide that data only with Flag State permission.

Annex 1 VMS Data Format

‘POSITION’, ‘EXIT’ and ‘ENTRY’ reports/messages

	Data element
	Field code
	Mandatory/ Optional
	Remarks

	Start record
	SR
	M
	System detail; indicates start of record.

	Address
	AD
	M
	Message detail; destination; ‘XWC’ for WCPFC.

	Sequence number
	SQ
	M1
	Message detail; message serial number in current year.

	Type of message
	TM2
	M
	Message detail; message type, ‘POS’ as position report/ message to be communicated by VMS or other means by vessels with a defective satellite tracking device.

	Radio call sign
	RC
	M
	Vessel registration detail; international radio call sign of the vessel.

	Trip number
	TN
	O
	Activity detail; fishing trip serial number in current year.

	Vessel name
	NA
	M
	Vessel registration detail; name of the vessel.

	Contracting Party 
  internal reference 
  number
	IR
	O
	Vessel registration detail.  Unique Contracting Party vessel number as ISO-3 Flag State code followed by number.

	External registration 
  number 
	XR
	O
	Vessel registration detail; the side number of the vessel.

	Latitude
	LA
	M3
	Activity detail; position.

	Longitude
	LO
	M3
	Activity detail; position.

	Latitude (decimal)
	LT
	M4
	Activity detail; position.

	Longitude (decimal)
	LG
	M4
	Activity detail; position.

	Date
	DA
	M
	Message detail; position date.

	Time
	TI
	M
	Message detail; position time in UTC.

	End of record
	ER
	M
	System detail; indicates end of the record.


1
Optional in case of a VMS message.

2
Type of message shall be ‘ENT’ for the first VMS message from the Commission Convention Area as detected by the FMC of the Contracting Party, or as directly submitted by the vessel.


Type of message shall be ‘EXI’ for the first VMS message from outside the Commission Convention Area as detected by the FMC of the Contracting Party or as directly submitted by the vessel, and the values for latitude and Longitude are, in this type of message, optional.  Type of message shall be ‘MAN’ for reports communicated by vessels with a defective satellite tracking device.

3
Mandatory for manual messages.

4
Mandatory for VMS messages.

Annex 2 PROVISIONS ON SECURE AND CONFIDENTIAL TREATMENT 
OF WCPFC VMS Data

1 General Provisions

The provisions set out below shall apply to all VMS reports and messages transmitted and received by the Commission.

The Commission and the appropriate authorities of Contracting Parties transmitting and receiving VMS reports and messages shall take all necessary measures to comply with the security and confidentiality provisions set out in sections 2 and 3.

The Commission shall inform all Contracting Parties of the measures taken in the Secretariat to comply with these security and confidentiality provisions.

The Commission shall take all the necessary steps to ensure that the requirements pertaining to the deletion of VMS reports and messages handled by the Secretariat are complied with.

Each Contracting Party shall guarantee the Commission the right to obtain as appropriate, the rectification of reports and messages or the erasure of VMS reports and messages, the processing of which does not comply with the provisions outlined by the Commission.

2 Provisions on Confidentiality

All requests for data must be made to the Commission in writing.  Requests for data must be made by the nominated MCS contact of the Contracting Party concerned.  The Secretariat shall only provide data to a secure email address specified at the time of making a request for data.
In cases where the Commission is required to seek the permission of the Flag State before releasing VMS reports and messages to another Party, the Flag State shall respond to the Secretariat as soon as possible but in any case within two working days.  

Where the Flag State chooses not to give permission for the release of VMS reports and messages, the Flag State shall, in each instance, provide a written report within 10 working days to the Commission outlining the reasons why it chooses not to permit data to be released.  The Commission shall place any report so provided, or notice that no report was received, on a password-protected part of the CCAMLR website.

VMS reports and messages shall only be released and used for the purposes stipulated Commission Rules and Procedures for the Release and Use of VMS Data 

VMS reports and messages released for the purposes of inspection or verification of trade documents (where applicable) shall provide details of: name of vessel, date and time of position report, and latitude and longitude position at time of report.

Each inspecting Contracting Party shall make available VMS reports and messages and positions derived there from only to their inspectors designated under the Commission System of Inspection.  VMS reports and messages shall be transmitted to their inspectors no more than 48 hours prior to entry into the High Seas areas of the Convention Area, where surveillance is to be conducted by the Contracting Party.  Contracting Parties must ensure that VMS reports and messages are kept confidential by such inspectors. 
Contracting Parties may retain and store VMS reports and messages provided by the Secretariat for the purposes of active surveillance presence, and/or inspections, until 24 hours after the vessels to which the reports and messages pertain have departed from the High Seas areas of the Convention Area.  Departure is deemed to have been effected six hours after the transmission of the intention to exit from the Convention Area.

3 Provisions on Security

3.1 Overview

Contracting Parties and the Commission shall ensure the secure treatment of VMS reports and messages in their respective electronic data processing facilities, in particular where the processing involves transmission over a network.  Contracting Parties and the Commission must implement appropriate technical and organisational measures to protect reports and messages against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, and against all inappropriate forms of processing.

The following security issues must be addressed from the outset:

•
System access control:


The system has to withstand a break-in attempt from unauthorised persons.

•
Authenticity and data access control:


The system has to be able to limit the access of authorised parties to a predefined set of data only.

•
Communication security:


It shall be guaranteed that VMS reports and messages are securely communicated.

•
Data security:


It has to be guaranteed that all VMS reports and messages that enter the system are securely stored for the required time and that they will not be tampered with.

•
Security procedures:


Security procedures shall be designed addressing access to the system (both hardware and software), system administration and maintenance, backup and general usage of the system.

Having regard to the state of the art and the cost of their implementation, such measures shall ensure a level of security appropriate to the risks represented by the processing of the reports and the messages.

3.2 System Access Control

The following features are the mandatory requirements for the VMS installation located at the WCPFC Headquarters:
•
A stringent password and authentication system: each user of the system is assigned a unique user identification and associated password.  Each time the user logs on to the system he/she has to provide the correct password.  Even when successfully logged on the user only has access to those and only those functions and data that he/she is configured to have access to.  Only a privileged user has access to all the data.

•
Physical access to the computer system is controlled.

•
Auditing: selective recording of events for analysis and detection of security breaches.

•
Time-based access control: access to the system can be specified in terms of times‑of‑day and days-of-week that each user is allowed to log on to the system.

•
Terminal access control: specifying for each workstation which users are allowed to access.

3.3 Authenticity and Data Access Security

Communication between Contracting Parties and the Commission for the purpose of transmission of confidential VMS data shall use secure Internet protocols SSL, DES or verified certificates obtained from the Commission. 

3.4 Data Security

Access limitation to the data shall be secured via a flexible user identification and password mechanism.  Each user shall be given access only to the data necessary for their task.

3.5 Security Procedures

Each Contracting Party and the Commission shall nominate a security system administrator.  The security system administrator shall review the log files generated by the software for which they are responsible, properly maintain the system security for which they are responsible, restrict access to the system for which they are responsible as deemed needed and in the case of Contracting Parties, also act as a liaison with the Secretariat in order to solve security matters.
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